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Overview of presentation 

• Describe US perspective on the “cyber supply 
chain” problem facing defense procurement 

• Outline how this problem has been, and is being, 
addressed in U.S. policy and law 

• Focus on new U.S. Department of Defense (DOD) 
regulations on protecting the supply chain that 
change DOD/contractor and contractor/sub-
contractor relationships 

• Identify challenges facing present and future U.S. 
efforts to address cyber supply chain problems 
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US perspective on the cyber supply chain problem 
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Globalization of the cyber supply chain 

4 



Defense dependence on cyber technologies 
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Cyber-ization and supply chain protection 
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Cyber crime and supply chains:  
Rich target set, weak law enforcement 
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National law International law 
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Cyber espionage: Supply chain as fair game 
under international politics and law 
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Military cyber operations: Supply-
chain participants in the cross-hairs 

9 

Espionage/covert ops 

Use of force 

“Attack” 

Armed conflict 

Supply-chain 
participants 

Supply-chain 
participants 

Supply-chain 
participants 



The Chinese cyber threat 
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Cyber supply chain risks 
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Counterfeit products as a supply chain risk 
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DOD Trusted Foundry Program 
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Cyber intrusions as a supply chain risk 
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DOD Defense Industrial Base 
Cybersecurity/Information Assurance 

Program 
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USG policy on zero-day vulnerabilities 
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CFIUS opposition to Huawei acquisitions 
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DOD action on cyber intrusions: Safeguarding 
unclassified controlled technical information  
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Sub-
contractor 

Prime 
contractor 

DOD 

Defense Federal Acquisition Regulation Supplement: Safeguarding Unclassified 
Controlled Technical Information (DFARS Case 2011-D039), Nov. 18, 2013  

Requires contractors 
with access to, or that 

store, “controlled 
technical information” 

to implement IT network 
security standards 

Requires contractors 
to report cyber 

incidents involving IT 
networks to DOD 
within 72 hours 

Requires contractors 
to flow down these 
requirements to all 

sub-contractors 



DOD action on supply chain protection: 
Requirements on supply chain risk 

19 

Sub-
contractor 

Prime 
contractor 

DOD 

Defense Federal Acquisition Regulation Supplement: Requirements Relating to 
Supply Chain Risk (DFARS Case 2012-D050) [Interim Rule], Nov. 18, 2013  

Authorizes DOD to exclude 
supply sources for IT 

technology in procurement 
relating to sensitive national 

security systems  

Exclusion applies to DOD 
prime contractors 

DOD can apply the exclusion 
authority to contractor dealings 
with sub-contractors 



DOD action on detection and avoidance 
of counterfeit electronic parts 
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Sub-
contractor 

Prime 
contractor 

DOD 

Defense Federal Acquisition Regulation Supplement: Detection and Avoidance of 
Counterfeit Electronic Parts (DFARS Case 2012-D055), May 6, 2014  

Requires contractors to have 
systems to detect and avoid 

counterfeit electronic parts that 
use risk-based criteria, including 

use of original manufacturers 

Contractors must flow 
down requirements to 

sub-contractors, including 
those providing COTS 

electronic parts 

DOD procurement subject 
to these rules, and DOD 
can use requirements to 

review contract 
compliance 



Legal dynamics for the supply chain 
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Conclusion: Looking ahead at DOD/USG 
efforts to protect the cyber supply chain 

• Key patterns: 

– Strengthen cybersecurity in procurement by balancing prescriptive rules (e.g., 
DFARS) with risk-based strategies (e.g., DOD shift to using NIST standards) 

– Create more harmonization across federal procurement to reduce “patchwork” of 
cybersecurity procurement policies and rules (e.g., Executive Order 13636 & 
DOD/GSA joint report) 

– Expanded and intensified role for, and impact of, law through the entire cyber 
supply chain (statutes regulations  contracts  sub-contracts) 

• Uncertainty about how new rules and strategies will affect the market for 
defense procurement (e.g., large contractors win; mid- to small-sized 
contractors struggle) 

• How these developments affect USG/DOD interactions with foreign companies 
and governments is not clear 

• More cybersecurity regulations for defense procurement and federal 
government procurement more generally are coming . . .  
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