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High Impact, Low Frequency Event
The Netherlands, February 1953




High Impact, Low Frequency Event
Japan 2011




OVERVIEW

. What are key parts of a nation’s electric grid?

. How might a kinetic cyberattack crash the grid?

. Is the grid’s supply chain an attack vector?

. Should highest priority be — on defense against
attacks — or on recovery from attacks?
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Separate Systems

The U.S. has three big regional power grids. But technical obstacles mean the grids have
limited connections between them, making it hard for them to help each other in emergencies.
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Figure 1: Functions of the Electricity Industry
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TIMELINE — Experience of Interconnected Widespread Outages

AUG 14:

Blackout in Midwest/Northeast
U.S. & Ontario, Canada

50 Million customers lose power

OCT 30:
Hurricane Sandy
> 5 Million lose power

| | | | |
12003 |2004 | 2005 | 2006 |2007' 2008 2009 |2010 2011 |2012 |2013
30 JUN:
Disruption of natural
natural gas supply from In Brazil power outage to
Indonesia leads to 60 million customers
automatic disconnection JUL 31:

of power to 30% of Singapore

Largest blackout in history collapses
India’s interconnected northern grids
% Billion people lose power
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Warnings
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8l Tochn, What They Know

Falcone's
Telecom Troub
Mount

B Sl 8 Py “We know that

cyberintruders have

probed our electrical
grid.”

L]
) .
residen ama 5/29/2009
Intruders haven't sought to damage the power grid or other key infrastructure, but

they could try during a crisis or war

have pen electrical grid and left behind
id be used o disrupt the system, according to current and

cture, such as the electrical grid

The espionage appeared pervasive across the U.S. and doesn't target a particular

mpany or reglon, said a former Department of Homeland Securty official. “There a
intrusions, and they are growing," the former official said, re o electrical systems.
“There were a lot last year."

m Many of the intrusions were detected not
anies in charge of the
infrastructure but by U.S. inteligence
agencies, officials said. Inteigence
ials worry about cyber attackers
More taking control of electrical faciities, a
Environment nuclear power plant or financial networl
China J o the Intemet.

Authorities investigating the Intrusions

e found software tools left behind that could be used to destroy infrastructure
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TIMELINE — Escalating Threats to Critical Infrastructure

Assault rifle attack damages
Metcalf substation transformers

near Silicon Valley
Iranian cyberattacks

on Citigroup, Wells Fargo,
Bank of America, and U.S. Bank

China’s “Comment Group” penetrates
Diablo Canyon nuclear plant

12009 |2o1o| |2011 | |2012 | 12013 | | 2014

Stuxnet‘damages Iranian
uranium enrichment centrifuges
Iranian cyberattacks
on Aramco, wipe out
hard drives on 55,000 PCs —
%’s of Aramco’s corporate PCs
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April 16, 2013 Assault-Rifle Attack on

Metcalf Substation Transformers
TL}IPSWALL STREET JOURNAL.

Assault on California Power Station Raises Alarm on Potential for Terrorism
April Sniper Attack Knocked Out Substation, Raises Concern for Country's Power Grid

By REBECCA SMITH
Updated Feb. 18, 2014 3:50 p.m. ET
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STATE OF CALIFORNIA EDMUND G. BROWN JR., Goverm
PUBLIC UTILITIES COMMISSION

505 VAN NESS AVENUE
SAN FRANCISCO, CA 94102-3298

March 10, 2014

Mr. Patrick M. Hogan

Vice President Asset Management, Electric Operations
Pacific Gas & Electric

245 Market Street, #1064 (N10A)

San Francisco, CA 94105

Re: Substation Security

Mr. Hogan:

On April 16, 2013 PG&E’s Metcalf Substation was attacked by gunfire, raising
concerns about critical infrastructure in California. Continuous electric service is
critical for business and public convenience. Therefore, it is imperative that the
delivery of electric service be interfered with as little as possible.

Safety and Enforcement Division (SED) hereby directs you and your company to
examine your company’s security programs and make any necessary changes to

minimize the likelihood of a physical or cyber attack on your company’s

substations. Some revisions may include, but are not limited:




National Research Council
2012 Report

“greatest vulnerability in the event of a terrorist
attack on the power system will likely be securing
needed replacement of high-voltage transformers.”
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Wall Street Journal
March 13, 2014

>

Power Grid
Vulnerable |
To Sabotage

By REBECCA SMITH

The U.S. could suffer a coast-
to-coast blackout if saboteurs
knocked out just nine of the
country’s 55,000 electric-trans-
mission substations on a scorch-
ing summer day, according to a
previously unreported federal
analysis.

The study by the Federal En-
ergy Regulatory Commission
concluded that coordinated at-
tacks in each of the nation’s
three separate electric systems
could cause the entire power

ne.t'work'to collapse, people fa-
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Scenario:
Severe Event Impact

NERC

S
NORTH AMERICAN ELECTRIC
RE B8 CORPORATION

Cyber Attack Task Force

Final Report

Board of Trustees Accepted: May 9, 2012

EEEEEEEEEEE
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Severe Impact Resilience:
Considerations and Recommendations

Severe Impact Resilience Task Force

Board of Trustees Accepted: May 9, 2012

RELIABILITY | ACCOUNTABILITY

3353 Peachtree Road NE

Suite 600, North Tower
Atlanta, GA 30326
404-446-2560 | www.nerc.com



NERC TASK FORCE REPORTS:
Cyberattacks Can Blackout Several Regions,
If Two Events Occur

1. A compromise of situational awareness
False or misleading system data
Disorienting of operators in control rooms

1. A bulk power system event or instability
Load imbalance not corrected instantly
Operator errors cause loss of load & generation
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“Severe Event”

Emergency situation so catastrophic that complete
restoration of electric service is not possible.

Preparedness aims at graceful degradation

BPS operated at reduced state of reliability and
supply for months or possibly years through “New
Normal” period.

May require operating “islands” of power and rolling
outages
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III

“Severe Event” and “New Norma
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INITIAL DAYS OF CYBERATTACK

Attack not detected

“Islands” of electricity

Rotating blackouts

More than 50% of total
instantaneous demand
cannot be supplied in islands
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Is grid’s supply chain an attack
vector?
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Private Sector Efforts

Cybersecurity
Procurement Language
for Energy Delivery Systems
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Supply Chain Risk
Excess Software

Unused and unnecessary
software in energy
delivery systems and
components

pose potential entry
points for exploits
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Precaution in Contract

“Supplier shall remove all B s
software components that
are not required for the e
operation and/or ‘ = - »

maintenance of the 1
procured product.” &
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Supply Chain Risk
G EEIINITELR

Heartbeat signals =

regularly repeated signals
generated by hardware,
software, or firmware —

indicate operation within
specified limits for energy
delivery system
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Supply Chain Risk
G EEIINITELR

If heartbeat signal is not
received in prescribed time ~I0

Indicates the component
generating the signal is
operating outside limits

(Stuxnet disguised these
signals)
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Precaution in Contract

Supplier shall identify
heartbeat signals

At a minimum, a last gasp
report from a dying
component shall be
included in network
monitoring
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WHAT SHOULD WE DO?
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Questions?
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