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DISCLAIMER: 
 
VIEWS EXPRESSED ARE SOLELY THOSE OF THE SPEAKER, 
 
AND HAVE NOT BEEN REVIEWED OR APPROVED BY, 
 
AND SHOULD NOT BE ATTRIBUTED TO –  
 
THE U.S. MILITARY ACADEMY, 
 
THE DEPARTMENT OF THE ARMY 
 
THE DEPARTMENT OF DEFENSE, OR 
 
THE U.S. GOVERNMENT. 
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High Impact, Low Frequency Event 
The Netherlands, February 1953 
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High Impact, Low Frequency Event 
Japan 2011 
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OVERVIEW 
 

1. What are key parts of a nation’s electric grid? 

 

1. How might a kinetic cyberattack crash the grid? 

 

1. Is the grid’s supply chain an attack vector? 

 

2. Should highest priority be – on defense against 
attacks –  or on recovery from attacks? 
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KEY PARTS OF THE GRID 
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HOW MIGHT AN ADAPTIVE, KINETIC CYBERATTACK  

COLLAPSE THE GRID? 

 



TIMELINE – Experience of Interconnected Widespread Outages 
 
 
 

2008 

EVENTS IN U.S. 

EVENTS OVERSEAS 

2010 
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2009 2011 2013 2007 2006 2005 2004 2012 2003 

AUG 14:   
Blackout in Midwest/Northeast 
U.S. & Ontario, Canada  
50 Million customers lose power 

JUL 31: 
Largest blackout in history collapses 
India’s interconnected northern grids 
½ Billion people lose power 

OCT 30: 
Hurricane Sandy 
> 5 Million lose power 

In Brazil power outage to 
60 million customers 

30 JUN: 
Disruption of natural   
natural gas supply from 
Indonesia leads to 
automatic disconnection 
of power to 30% of Singapore 



July 31, 2012 
India’s Northeastern Grid Collapse 
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Warnings 

 

“We know that 
cyberintruders have 
probed our electrical 
grid.” 
President Obama 5/29/2009 
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TIMELINE – Escalating Threats to Critical Infrastructure  
 
 

2009 

EVENTS IN U.S. 

EVENTS OVERSEAS 

2011 
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2010 2012 2013 2014 

China’s “Comment Group” penetrates 
Diablo Canyon nuclear plant 

Stuxnet damages Iranian 
uranium enrichment centrifuges 

Iranian cyberattacks  
on Aramco, wipe out 
hard drives on 55,000 PCs –  
¾’s of Aramco’s corporate PCs  

Iranian cyberattacks  
on Citigroup, Wells Fargo,  
Bank of America, and U.S. Bank 

Assault rifle attack damages 
Metcalf substation transformers 
near Silicon Valley  



April 16, 2013 Assault-Rifle Attack on 
Metcalf Substation Transformers 
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National Research Council 
2012 Report 

 

 

“greatest vulnerability in the event of a terrorist 
attack on the power system will likely be securing 
needed replacement of high-voltage transformers.” 
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Wall Street Journal 
March 13, 2014 



Scenario: 
Severe Event Impact 

 
 

  

3353 Peachtree Road NE 

Suite 600, North Tower 

Atlanta, GA 30326 

404-446-2560 |  www.nerc.com  

Cyber Attack Task Force 
 

Final Report 

 

 

 

Board of Trustees Accepted: May 9, 2012 
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NERC TASK FORCE REPORTS: 
Cyberattacks Can Blackout Several Regions, 

If Two Events Occur 

 

1. A compromise of situational awareness 

 False or misleading system data 

 Disorienting of operators in control rooms 

 

1. A bulk power system event or instability 

 Load imbalance not corrected instantly 

 Operator errors cause loss of load & generation 
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“Severe Event” 
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• Emergency situation so catastrophic that complete 
restoration of electric service is not possible. 
 

• Preparedness aims at graceful degradation 
 

• BPS operated at reduced state of reliability and 
supply for months or possibly years through “New 
Normal” period. 
 

• May require operating “islands” of power and rolling 
outages 



“Severe Event” and “New Normal” 
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INITIAL DAYS OF CYBERATTACK 
 

• Attack not detected 

 

• “Islands” of electricity 

 
• Rotating blackouts 

 

 

• More than 50% of total 

instantaneous demand 

cannot be supplied in islands 
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Is grid’s supply chain an attack 
vector? 

23 



Private Sector Efforts 
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Supply Chain Risk 
Excess Software 
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Unused and unnecessary 
software in energy 
delivery systems and 
components  

 

pose potential entry 
points for exploits 



Precaution in Contract 
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“Supplier shall remove all 
software components that 
are not required for the 
operation and/or 
maintenance of the 
procured product.” 



Supply Chain Risk 
Heartbeat Signals 
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Heartbeat signals = 

 

regularly repeated signals 
generated by hardware, 
software, or firmware –  

 

indicate operation within 
specified limits for energy 
delivery system 



Supply Chain Risk 
Heartbeat Signals 
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If heartbeat signal is not 
received in prescribed time 

 

Indicates the component 
generating the signal is 
operating outside limits 

 

(Stuxnet disguised these 
signals) 



Precaution in Contract 
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Supplier shall identify 
heartbeat signals 

 

At a minimum, a last gasp 
report from a dying 
component shall be 
included in network 
monitoring 



WHAT SHOULD WE DO?  

 

 

 

• “Hurricane Sandy” test 

 Can’t be blamed for 
coordinated                       
cyber attack 

 
 

 

 

 

 

 

 

 

 Will be judged chiefly on –   
 Resilience to disruption  

 Preparedness for recovery 

 Speed and extent of 
restored operations 
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Questions? 


