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Full spectrum conflict

£ = all elements:of a party to a conflict
devoted:to:securing victory

£ BUT IHLfocus on militany-violence
£SO
EWlatseabout e

E REstof Spectiuin'?y PSychol 00Ss ) irio
O)S; Keyieaderengagement, lawiare=;
criminat casewntki sgdetentionasset
reezes-and cyoel-ops




Wher e | GoGl HL O

E Attacks: | e.g. articles-49(1), 50 - -57

E. Non-kinetics-can cause-injury/damage
(espionage-key-leader-engagement)
£ Does targeting law:cover non -Kinetic ops
Withy no violent conseguences’?
E-Militany'operatonsiy = k= ans-48: 5L and
SV(L)
3 = Arxyen f:rnies i movesT:2te/acis veiaeal = 1
1o hostilities=FEARPIFComMmentan s 18vs



IHL also covers e.g.

£ Detention Ops (addressed by
GCILGCIV, APl art-75,
customary.law)

£ NLEVW often Kineticy 'so targeting: law
apphes

£ BUN

EJAacKMilitan: epetations
aistinctions tuzzywand| contoversial



Targeting law does not address:

E Info ops, psychological ops against
cohesion, attacking will, engaging key
leader without damage etc

£ Media ops without damage etc
£ Espionage without damage ete

E lnconvenience/anneyance and similar
effects hased eps

£ llawifare

£ Ops belew art 48 thresheld £ e.g. some
CYIOE]



Consequence

£ Ops below art 48 threshold against
civilians are lawful.

£ Warfare all about attacking will of whole
of enemy

e Info, psych, anti-leader, media,
espionage, INCoRVENIENCE, anneyance,
CYPE and lawifare ops Below: the
tAreshoeld that de this are lawitl under
JIHL



Does other law apply?

£ HRtsL. T consider jurisdictional
arrangements:- . consider . Jaloud ' etc

£ Perfidy -art:37(d) " k. Includes
capture
£ ESpionage: [ domestic daw. oniy

£ LLawiare= & the-law,belng
Lsed/mistsedapphes

£ Cyber0ps-belowithresnolad I
cdomesticl HRtSL:



e And with cyber?

£ Cyber ops - when does data
deletion/manipulation become damage

£ Anether fuzzy area

£ ICRC notien of massive disruption;
REW. massive

£ BUT £ all fecusing on attack netion

£ [Deception arguanly. the future ol CYer
QS



Cyber deception

£ Corrupting enemy view of battlespace

e Interfering with enemy control of attack
platforms/weapons

£ Taking control of enemy weapon
systems L. When IS hacker the attacker
(hack te attack again)

£ Cyher = \Venicle for Info; PSyeps,
attacking will; seciallmedia 6ps,
ESPIGNAGE, INCONVERIENCE GRS ElC



So what?

£ Does it matter that ops aimed at winning
the war by non-damaging, NoN-INJUrIouUS
means are not prohibited/restricted by
IHL?

£ Would it be odd te limit such
aPpPreaches?

2 CNGId=3r the! CNe N chilocoahst. = ¢ |



So what? - 2

£ In armed conflict, political/diplomatic
differences settled by military means =
Indirect approach

£ Law prohibits directly attacking
public/political epinien = direct appreach

£ When noe damage/injury: and ne harm,
direct appreach seems: voth lawitl anad
latenal



Contrasto | -1 t-t.l.e gr

£ Put simplistically, they manipulate:
e Classification of conflict
£ Status of participants

£ [0 seek to avoid attrbution

£ To strengthen the rebels while masking
INtErVERtIen; By natien e ergin

£ .e. Pretending things are net as they
appPear




Differences

£ Non-Kinetic ops do not involve
pretence-as toconflict status

£ NKOs do not involve pretence as-1o
Status-of participants o uniawius
Interventon in Internal;aifairs

EMoestsNKOs:-pasec oniegal
AISUNCHON) o F N0 manipulatonsof
faCls

EBUiTlawiane=e 2



Common feature

E Both exploit' legal distinctions

= Both seek thereby togain =y
advantage -




South China Sea

£ Classifying-artificial island
construction in hitherto-accepted
International waters-te-obtain
sovereign rights

E Parallels-with: little. green-men e
£y dominantgegional powen’'1= €
E Ml assetsithen-assert sovereignty

ENBInNgeneW SENUN SHecHuim/part
Ofie CoMmprenensive approach?



Nicaragua

£ 1981'-5; US support Contras-against
Sandinista-government

£ Economicy political-diplomatic -and
military, activities

£ E.grblockingloans; = minelayimgis int Nic
Waters-oy.peirsens paid:ils et hy US: US
nelpingplannings dire cian sand SUppart
efiops-adaist-olldaciities and-anaval
paserUS entering s INicralrspace-and
finamcetraining glequippincsi arnIiRg anc
prganistng Conitas



Nicaragua - 2

£ Underhandaspect of US activities
there= £ 1=s=itdh=a f)/»deh e 0Ny

= US was-the fegional power, (=s
= Powerbeingexercised tefachieve=\' /-

US [ areaimicser: Cals




Ambiguities

e Where situation sits on the
spectrum of ops/conflict

EWho I s undertaking
£ Are their acts State acts?

e What Is legitimate response action?
Are they DPHIng if only NKO?

£ Definitions of armed conflict,
Intervention, interference and
military operation are imprecise



