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Coming 16 February 2027…



"What's in a name?” 

Step 1: Define espionage and sabotage

Step 2: Define cyber espionage and cyber sabotage

Step 3: Define cybionage and cybotage outside of armed conflict

DEFINING “CYBIONAGE” AND “CYBOTAGE”



Conflict Continuum vs. Binary Legal Framework



Gaps vs. Shadows



Operational Issues

Cybotage

 (State) Use of Force

 Pre-positioning

Cybionage

 Sovereignty

 Privacy



Operationalizing LOAC Prior to Armed Conflict

LOAC Dissemination Weapons Reviews



Thank You For Your Attention
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